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Brief introduction why are we here?
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Azure Active Directory

• Cloud-based Identity and Access 

Management (IAM) service

• Adopted by over 88% of Fortune 

500 organizations1

• Used as IAM by Microsoft and 

thousands of third-party apps2

1. Syynimaa, Nestori. (2022). Exploring Azure Active Directory Attack Surface - Enumerating Authentication Methods with 
Open-Source Intelligence Tools. Paper presented at the ICEIS - 24th International Conference on Enterprise Information 
Systems, Apr 25-27. 

2. https://azuremarketplace.microsoft.com/en-us/marketplace/apps/category/azure-active-directory-apps

Azure AD

https://azuremarketplace.microsoft.com/en-us/marketplace/apps/category/azure-active-directory-apps
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Evolved Security Token Service (eSTS)

Evolved Security Token Service (eSTS): eSTS provides 
a stateless service that accesses multiple principal 
and key stores. eSTS absorbs the roles of multiple 
STSs, so that users see one Azure AD STS. eSTS
relies on MSODS to hold information required to 
complete the authentication. eSTS supports a 
number of protocols including OAuth 2.0, Open ID 
Connect, WS-Fed, and Security Assertion Markup 
Language (SAML) protocol.

MSODS: MSODS is Microsoft Online Directory 
Services, a feature of Azure Active Directory that 
also includes Azure Active Directory B2B.

Home tenant

eSTS (login.microsoftonline.com)

Enter username 

and password

Check username 

and password

https://api.servicetrust.microsoft.com/api/v2/downloadDocuments/af762fa7-7b22-4e78-a5ff-0c187acc0bee

https://api.servicetrust.microsoft.com/api/v2/downloadDocuments/af762fa7-7b22-4e78-a5ff-0c187acc0bee
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Home and Resource tenants
• Home tenant

• “Your tenant”

• Your users are members

• Resource tenant

• “Someone else’s tenant”

• Your users are guests

• Home tenant users are linked 

to resource tenant users via 

PUID and alternativeSecurityId

attributes

Home tenant

User object

(type: user)

Resource tenant

User object 

(type: guest)
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PUID/LiveId alternativeSecurityId

https://learn.microsoft.com/en-us/azure/active-directory/fundamentals/multi-tenant-user-management-introduction#terminology

https://learn.microsoft.com/en-us/azure/active-directory/fundamentals/multi-tenant-user-management-introduction#terminology
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Conditional Access & MFA

• Post-authentication feature!

• Grant / block access based on conditions

• Outside signals:

User Device Application 
(client)

Location
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Cross-tenant access settings

• Outbound access settings

• Block or allow access

• Default settings / per (resource) tenant

Home tenant Resource tenant

• Inbound access settings

• Block or allow access

• Default settings / per (home) tenant

• Trust home tenant:

• MFA

• Device compliance

• Hybrid Azure AD join

access
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MFA & CA evaluation – Home tenant

1. eSTS checks credentials against 

Home tenant

2. Home tenant MFA & CA are 

evaluated

Home tenant Resource tenant

eSTS (login.microsoftonline.com)

Enter username 

and password

1. Check 

username and 

password

MFA & CA MFA & CA

2. Prompt MFA & 

evaluate CA 

policies
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MFA & CA evaluation – Resource tenant

Home tenant Resource tenant

eSTS (login.microsoftonline.com)

Enter username 

and password

1. Check 

username and 

password

MFA & CA MFA & CA

2. Prompt MFA & 

evaluate CA 

policies

1. eSTS checks credentials against 

Home tenant

2. Resource tenant MFA & CA are 

evaluated

• Home tenant admin can’t enforce

home tenant MFA & CA evaluation

• Home tenant admins can’t block

access to resource tenants using CA 

• Resource tenant admins can 

enforce home tenant MFA

MFA 

bypass
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Bypassing home tenant MFA

• Phish or purchase target user credentials, MFA enforced in home tenant

• Log in to any B2C tenant (e.g., b2c.aadinternals.com)

• List all tenants user is member of (member or guest)

• Try to log in to each tenant
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Abusing MFA bypass 1/2
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Abusing MFA bypass 2/2
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Findings
➢ How we discovered the findings ?

➢ Findings we reported:

1. MFA Bypass feature for B2B users

2. Cross Tenant Access(B2C)

3. Listing User’s Tenant Directories

4. Access Packages(2)
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Communication with Microsoft 1/3
➢ Initial Case Details:

• Case Opened on 4 Findings –19th July 21

• Closed case as By-Design – 6th Aug 21

• Suggested to raise new case – 24th Aug 21

➢ Second Case Details:

• New Case Opened on 1 Issue – 2nd Sep 21

• Closed case as By-Design – 8th Sep 21

• Azure support evidence & link – 8th Sep 21 & 22nd Sept 21

• Suggested to report as feature –14th Sep 21
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• Tweeted on the Case – 17th Sep 21

• Case Reopened – 30th Sep 21

• Development Phase – 1st Oct 21

• New POC with Fiddler Trace – 2nd Oct 21

• Closed case as Design Issue – 6th Jan 22

• No Fix but Updated Docs on MFA – 10th Jan 22

• No response on the Ack/further queries – 20th Jan 22

• New cross-tenant access settings Doc – 7th Feb 22
1.Collaborate More Securely With New Cross-Tenant Access Settings

2.How the MFA works for B2B Users? - Microsoft Q&A

3.Tutorial - Multi-factor authentication for B2B - Azure AD | Microsoft Docs

4.Conditional Access for B2B collaboration users - Azure AD | Microsoft Docs

Communication with Microsoft 2/3

https://techcommunity.microsoft.com/t5/azure-active-directory-identity/collaborate-more-securely-with-new-cross-tenant-access-settings/ba-p/2147077
https://nam06.safelinks.protection.outlook.com/?url=https://docs.microsoft.com/en-us/answers/questions/694592/how-the-mfa-works-for-b2b-users.html&data=05%7c01%7csecure%40microsoft.com%7cb92b4321af5f4761d56708da526c436a%7c72f988bf86f141af91ab2d7cd011db47%7c1%7c0%7c637912922239800559%7cUnknown%7cTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7c3000%7c%7c%7c&sdata=Pa0U7dIcpRl83ssqHtGCSgL70OGwwlgKRyplTIX0fcY%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https://docs.microsoft.com/en-us/azure/active-directory/external-identities/b2b-tutorial-require-mfa&data=05%7c01%7csecure%40microsoft.com%7cb92b4321af5f4761d56708da526c436a%7c72f988bf86f141af91ab2d7cd011db47%7c1%7c0%7c637912922239800559%7cUnknown%7cTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7c3000%7c%7c%7c&sdata=qa%2B2q/TmAd/OV/d76YX3UPP1JXNTv43XYHR6%2B8g18yE%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https://docs.microsoft.com/en-us/azure/active-directory/external-identities/conditional-access%23azure-ad-multi-factor-authentication-for-b2b-users&data=05%7c01%7csecure%40microsoft.com%7cb92b4321af5f4761d56708da526c436a%7c72f988bf86f141af91ab2d7cd011db47%7c1%7c0%7c637912922239800559%7cUnknown%7cTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7c3000%7c%7c%7c&sdata=dsPE6UEXF4gukbG2h3kqTClsVEEAdBfF3BP7HwiMmCw%3D&reserved=0
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Communication with Microsoft 3/3
• Tweeted on the Case by tagging @DrAzureAD – 11th Feb 22

• Meeting with MSRC – 17th Feb 22

• New Case by MSRC on Cross Tenant – 20th Feb 22

• Created New Case for API exposing Tenants – 21st Feb 22

• Acknowledgment for MFA Bypass – Feb 22

• Acknowledgment for Cross Tenant – Mar 22

• API exposing Tenants got closed as "By-Design" – 27th Oct 22

• Acknowledgment for API exposing Tenants – Nov 22
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Timeline

2021 2022 2023

Jul 19: Case opened

Aug 6: “By-design”

Aug 24: Submit new case

Sep 17: Tweet

Sep 30: Case reopened

Jan 6: “By-design”

Feb 7: Cross-tenant access settings

Jan 10: Docs updated
Feb 11: Tweet

Feb 17: MSRC meeting

Feb 20: New case (x-tenant)

Feb 21: New case (tenant listing)

Oct 27: “By-design” (tenant listing)

Sep 2: New Case
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Introduction to Access Packages

Part of Azure Identity Governance

• Allows requesting and approving access 

to organization’s resources

• To all users:

• Outsiders

• Guests

• Members

• Requires Azure AD Premium P2

https://learn.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-access-package-create

https://learn.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-access-package-create
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Access Packages via API 1/2

https://elm.iga.azure.com/api/v1/accessPackages/Search()

• Allows listing access packages user is allowed to see

https://elm.iga.azure.com/api/v1/accessPackageCatalogs/ 
Search()

• Allowed listing ALL catalogs!

https://elm.iga.azure.com/api/v1/accessPackageCatalogs/ 
Search()?$expand=accessPackages

• Allowed listing all catalogs AND access packages
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Access Packages via API 2/2
• Package and Catalog information 

includes:

• createdBy

• modifiedBy

• Permissions required to modify 

access packages & catalogs

• Global administrator1

• User administrator1,2

• Identity Governance administrator2

• Catalog owner2

1. https://learn.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-access-package-first#step-1-set-up-users-and-group
2. https://learn.microsoft.com/en-gb/azure/active-directory/governance/entitlement-management-delegate#required-roles-to-add-resources-to-a-catalog

https://learn.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-access-package-first#step-1-set-up-users-and-group
https://learn.microsoft.com/en-gb/azure/active-directory/governance/entitlement-management-delegate#required-roles-to-add-resources-to-a-catalog
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Enumerating administrators
• Now users can list only access packages and catalogs they have rights to access

• Administrator info still returned by API
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Communication with Microsoft 1/2

➢ Case Details

• Case Opened – 25th Feb 22

• Disclosure Plans – 16th Mar 22

• Does not meet MSRC Bar for Servicing – 17th Mar 22

• Exposing Admin Accounts – 18th Mar 22

• Re-Evaluation on Severity – 18th Mar 22

• Disclosure Plans – 19th Mar 22

• In Scope – 23rd Mar 22

• Bounty – 1st Apr 22

• Issue Fixed – 19th May 22
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Communication with Microsoft 2/2

• New Case – 20th Dec 22

• Devlopment Phase – 19th Jan 23

• Re-review – 30th Jan 23

• Not In-Scope – 9th Mar 23

• Shared Earlier Case No – 27th Mar 23

• Identity Governance Administrator role – 4th Apr 23

• Black Hat Asia 2023 – 10th Apr 23

• In Scope – 17th Apr 23

• Severity – 3rd May 23

• Issue Fixed/Closed - 4th May 23
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Timeline

2021 2022 2023

Jul 19: Case opened

Aug 6: “By-design”

Aug 24: Submit new case

Sep 21: Tweet

Sep 30: Case reopened

Jan 6: “By-design”

Feb 7: Cross-tenant access settings

Jan 10: Docs updated
Feb 11: Tweet

Feb 17: MSRC meeting

Feb 20: New case (x-tenant)
Feb 21: New case (tenant listing)

Oct 27: “By-design” (tenant listing)
Feb 25: New case (access packages)

May 19: Fix

Dec 20: New case (access packages)

May 4: Fix

Sep 2: New Case
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Black Hat Sound Bytes

1. Home tenant MFA can be bypassed by logging in to B2C tenant

2. Users’ tenant membership info can be listed without MFA

3. Access Package API can be used to enumerate administrators
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Thank you!

Dr. Nestori Syynimaa & Sravan Akkaram

Q&A
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